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Summary

● Recommender Systems (RS) and Adversarial Machine Learning (AML) 
Background

● Research Contributions
○ Interpretation of the Impact of Data Characteristics on Robustness
○ Semantics-aware Shilling Attacks
○ Attacks/Defense against Visual RSs
○ Iterative Methods to Perturb Model Parameters.
○ Formal Analysis of Recommendation Quality of Adversarial Recommenders

● Conclusions



Recommender Systems: Goal

Support users' decision-making process in the huge catalogs of e-commerce 
platforms (e.g., Netflix, Spotify, Google, and Amazon). 

Which movie?



Recommender Systems: Techniques

Use of Machine Learning (ML) to extrapolate:
● Behavioral Patterns across Users→ Collaborative Filtering  (CF)

○ Model-based 
○ Memory-based 
○ Graph-based 

● Similarities across Items → Content-based Filtering  (CBF)
○ Metadata : title, brand name, author
○ Multimedia: product images, sound tracks, videos 
○ Semantic Data: knowledge graphs

● CF + CBF →  Hybrid



Recommender Systems: Assumptions

Collaborative Filtering
↓

Users behave Honestly
↓

Good Recommendation 
thanks to the

Wisdom of the Crowd

Content-based Filtering
↓

Items Content is Original

↓
Good Recommendation 

thanks to the
Quality of the Content



 “Applications of machine learning are 
adversarial in nature” 

Adversarial Machine Learning
Yevgeniy Vorobeychik and Murat Kantarcioglu
Synthesis Lectures on Artificial Intelligence and Machine Learning, August 2018



Recommender Systems: Adversarial Assumptions

Collaborative Filtering
↓

Users behave Maliciously
↓

Bad Recommendation 
because of the

Wickedness of the Crowd

Content-based Filtering
↓

Items Content is Adversarial

↓
Bad Recommendation 

because of 
Manipulated Content



Recommender Systems: Security Issues

Hand-Engineered

ML-Engineered

● Injection of Fake Users (Shilling Attacks)
○ Leveraging interaction data 

● Injection of ML Fake Users 
● Injection of Altered Content Data
● Injection of Adversarial PerturbationsRobust Collaborative Recommendation

Robin Burke, Michael P. O'Mahony, Neil J. Hurley
Recommender Systems Handbook 2015

Studied in RSs from the early 2000s…

Use of (Adversarial) Machine Learning 
Techniques to Attack/Protect 
Recommender Models



Adversarial Machine Learning

Study of security breaches of ML models in several tasks with a particular (initial) 
focus on computer vision (CV) classification task.

Panda Adversarial
Perturbation

Gibbon



Adversarial Machine Learning in RSs

Book Chapter
Adversarial Recommender Systems: Attack, Defense, and Advances
Vito Walter Anelli, Yashar Deldjoo, Tommaso Di Noia, Felice Antonio Merra
The 3rd Edition of the Recommender Systems Handbook. 2022



What are the novel adversarial risks of 
ML-RS?

 
How can we robustify and defend them to 
preserve high quality recommendations?

Overall Research Questions



Research Contributions



Focus of the following contributions



Impact of Data Characteristics on the Recommendation 
Robustness
Motivations

● Existing works on Shilling Attacks have focused on “win-lose” scenarios, proposing stronger attacks, 
as well as stronger defense.

● No attention on understanding possible source of robustness.

Reference Publication as Main Author
How Dataset Characteristics Affect the Robustness of Collaborative Recommendation Models.
Yashar Deldjoo, Tommaso Di Noia, Eugenio Di Sciascio, Felice Antonio Merra
SIGIR 2020

Research Question

Is there an underlying relationship between the dataset characteristics and the effectiveness of 
shilling attack against CF-RSs?



Method: Regression-based Explanatory Model

Dependent Variable (DV)
Quantify Attack’s Effects

Independent Variables (IV)
Data Characteristics

Size
Shape
Density
Gini-index on Users
Gini-index on Items
Ratings Std. Dev.

Regression Coefficients
Statistical Significance

Magnitude
Directionality

Regression Coefficients and IVs 
For the between dataset analysisExpected Value of the DV

Error



Results

● IVs Account for the variations in attack 
performance (R2 > 60%)

● Density & Space have Negative Impact
Increasing the density (or decreasing sparsity) of 
the dataset REDUCES the attacks' effectiveness.

● Shape has Positive Impact
Few items are easy to be manipulated.

TAKE HOME MESSAGE
A recommender system designer can quantify the effectiveness of attacks by using the dataset 
characteristics and manipulating them to guarantee higher robustness.



Semantic-Aware Shilling Attacks on RSs Exploiting 
Knowledge Graphs.

Motivations
● Publicly available KGs, e.g., DBpedia, have been used as a source of information to enhance 

recommendation accuracy and diversity.
● A lack of investigation is on verifying if these data can be used for malevolent objectives.

Reference Publication as Main Author
SAShA: Semantic-Aware Shilling Attacks on Recommender Systems Exploiting Knowledge Graphs.
Vito Walter Anelli, Yashar Deldjoo, Tommaso Di Noia, Eugenio Di Sciascio, Felice Antonio Merra
ESWC 2020

Research Question

Can public available semantic information be exploited to develop
 more effective shilling attacks against CF models?



Method: Semantic-Aware SHilling Attacks (SAShA)
The Structure of a Shilling Profile (the Fake Users)

Target Item to 
be pushed or 
nuked

Items without 
ratings

Items Selected 
using the adversary’s 
knowledge on the 
training data Our Contribution

Compute the similarity/relatedness between 
the target item with the catalog by exploiting 
the mapping with items features in public KGs.

Items Randomly 
Selected from the 
entire catalog.



Results

● KGs data improve by a large margin the attacker’s performance.
● Graph-based measures make attacks stronger and stronger capturing imperceptible similarities. 
● Single-hop exploration is sufficient to outperform the SOTA techniques.
● Similarity-based and classical Factorization RSs heavily suffer from semantic attacks.

TAKE HOME MESSAGE
Since public KG can be also maliciously used by an adversary, novel defense solutions have to be made 
considering this always available source of adversary knowledge.



Focus of the following contributions



Training Time Adversarial Attacks and Defenses against 
Visual-based RSs

Motivations

● Visual recommenders rely on visual features extracted from product images to enhance the recommendation 
performance since users’ taste is influenced by the aesthetic appearance of products.

● Despite AML emerged in the computer vision domain, no works have been focused on poisoning Visual RSs.

Reference Publications as Main Author
A Study of Defensive Methods to Protect Visual Recommendation Against Adversarial Manipulation of Images.
Vito Walter Anelli, Yashar Deldjoo, Tommaso Di Noia, Daniele Malitesta, Felice Antonio Merra
SIGIR 2021
TAaMR: Targeted Adversarial Attack against Multimedia Recommender Systems.
Tommaso Di Noia, Daniele Malitesta, Felice Antonio Merra
DSML 2020

Research Question

Can an adversary poison the data of multimedia recommender systems with adversarial samples? 
Do adversarial perturbations of product images confuse multimedia recommenders? 

Can we protect the model integrity?



Framework: Visual Adversarial Recommendation (VAR)



Results

SOTA VRSs are not robust against Training 
Time Tttacks.

The proposed adversarial robustification 
strategies have partially reduced the impact of 
adversarial attacks.

TAKE HOME MESSAGE
The adaptation of sota adversarial 
robustification procedures are not the final 
solution and novel studies need to be 
performed in the next years.



Test Time Adversarial Attacks and Defenses against 
Visual-based RSs

Motivations
● No works have been focused on protecting Visual RSs from Test Time Attacks.
● No defenses have been proposed to protect from test time adversarial attacks.

Research Questions

Can test time adversarial attacks misuse the behavior of trained recommenders?
Can an adversarial image denoiser (our proposal) reduce the effectiveness of adversaries?

Reference Publications as Main Author
AiD: Adversarial Image Denoiser to Protect Visual-based Recommender Systems
Felice Antonio Merra, Vito Walter Anelli, Tommaso Di Noia, Daniele Malitesta, Alberto Carlo Maria Mancino
Under Review
Adversarial Attacks against Visual Recommendation: an Investigation on the Influence of Items' Popularity
Vito Walter Anelli, Tommaso Di Noia, Eugenio Di Sciascio, Daniele Malitesta, Felice Antonio Merra
OHARS@RecSys 2021



Method: Adversarial Image Denoiser (AiD)



Results

AiD is an Effective Defensive Solution:

● Attack effects measured with the 
Prediction Shift are lower than the not 
defended case.

● Predicted scores get low variations also 
with stronger and stronger attacks.

● Accuracy and beyond-accuracy values 
are mostly preserved when compared 
with the not-defended recommender.

TAKE HOME MESSAGE
Protecting a VRS by removing the noise from 
images has been shown to be an effective 
solution.



Focus of the following contributions



Iterative Adversarial Perturbations on the Parameters of 
Model-based RSs

Motivations

● Model based RSs are not robust to adversarial perturbations added on the learned parameters.
● An adversarial training procedure has been propose to robustify a RS against this attack, however, no studies 

have been conducted on iterative versions that have be demonstrated to be much more dangerous.

Reference Publication as Main Author
MSAP: Multi-Step Adversarial Perturbations on Recommender Systems Embeddings. 
Vito Walter Anelli, Yashar Deldjoo, Tommaso Di Noia, Felice Antonio Merra
 AdvML@KDD 2021

Research Questions

 How vulnerable are the parameters to iterative gradient-based adversarial methods?
Is Adversarial Personalized Ranking effective in robustifying the model against iterative methods?



Method: Multi-Step Adversarial Perturbation (MSAP)

MSAP



Results

MSAP:

● Impaired an ML-RS making worse than 
a random recommender,

● Impacted the performance of the 
adversarial protected version by -50%,

● Produced the same performance drop 
as of FGSM with 5-time smaller 
budget

TAKE HOME MESSAGE
How to robustify the recommender against MSAP to avoid minimal variations that 
can make a ML-RS working in a random way?



Theoretical Modeling of Adversarial Training on 
Recommendations

Motivations
● ML-RSs are not robust to adversarial perturbations added on the learned parameters.
● Adversarial Regularization is the widely adopted solutions in more than 15 novel RSs.
● No studies have been conducted to understand the reasons of robustness.

Research Questions

Since adversarial training has been demonstrated to disturb the model accuracy in the image 
classification task, how does it influence the recommendation performance on accuracy and 

beyond-accuracy perspectives?
Reference Publications as Main Author

Understanding the Effects of Adversarial Personalized Ranking Optimization Method on Recommendation Quality.
Vito Walter Anelli, Yashar Deldjoo, Tommaso Di Noia, Felice Antonio Merra
AdvML@KDD 2021
A Formal Analysis of Recommendation Quality of Adversarially-trained Recommenders.
Vito Walter Anelli, Yashar Deldjoo, Tommaso Di Noia, Felice Antonio Merra
CIKM 2021



Gradient Magnitudes



Amplification of Popularity Bias

The Global number of positive updates on short-head items
is higher than the one on long-tail ones

Gradient
Vanishing

Update on 
Short Head Items



Results

● APR can negatively influence the beyond-accuracy recommendation performance
● APR can amplify the popularity bias more than BPR

TAKE HOME MESSAGE
It is fundamental to understand the effects of defenses also on beyond-accuracy metrics.



Contributions from the review on AML in RSs
Book Chapter

Adversarial Recommender Systems: Attack, Defense, and Advances
Vito Walter Anelli, Yashar Deldjoo, Tommaso Di Noia, Felice Antonio Merra
The 3rd Edition of the Recommender Systems Handbook. 2022

Survey
A Survey on Adversarial Recommender Systems: From Attack/Defense Strategies to Generative Adversarial Networks
Yashar Deldjoo, Tommaso Di Noia, Felice Antonio Merra
ACM Computing Survey 2021

Tutorials
Adversarial Learning for Recommendation
Vito Walter Anelli, Yashar Deldjoo, Tommaso Di Noia, Felice Antonio Merra
ECIR 2021

Adversarial Learning for Recommendation: Applications for Security and Generative Tasks - Concept to Code
Vito Walter Anelli, Yashar Deldjoo, Tommaso Di Noia, Felice Antonio Merra
RecSys 2020

Adversarial Machine Learning in Recommender Systems (AML-RecSys)
Yashar Deldjoo, Tommaso Di Noia, Felice Antonio Merra
WSDM 2020

Resource 
Elliot: A Comprehensive and Rigorous Framework for Reproducible Recommender Systems Evaluation.
Vito Walter Anelli, Alejandro Bellogín, Antonio Ferrara, Daniele Malitesta, Felice Antonio Merra, Claudio Pomo, Francesco Maria Donini, Tommaso Di Noia:
SIGIR 2021



Conclusions

The research contributions presented in my dissertation pave the way towards 
more robust recommender systems. 

We have shown the limits of the existing defenses against novel adversarial 
attacks we have proposed possible solutions. 

The attention towards a complete analysis of the recommendation quality of 
defended models should motivate defense proposals that also consider 
beyond-accuracy aspects.
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